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Proposal for an IC Combut&r Security Project

_ v 1. Proposed Contyactﬁé] Agreement
- ‘ | - STAT

e

performance of vork iIn support of this project subJect to the wriilen consent

- of the Contracttng Officer and other app11cab1e regu)atwons.

S -,f ' f__-}II.. Statement of Dbjectives |

- The Project DwrattorJ will be rtspcnsibie for

--echieving ‘the Project Objectives assuming the level of 1C part1c1patiun and f
support described in Sect1on 111 belou. ' o

The genera] scape of 'computer systems/networks and actavities whxch w2y

" be covered by the recommendations and actions resulting from thls project
;subgat* 1o agrﬂemcnt between the DI and SECDEF is' .

.ee AT systems associated with_classified 1nta1119ence |
- _information and with other class:fied Department of Defense
information, v

 eae Data security but not “COMSEC per se,"” TEHPEST nor
‘ personae1 and phys1ca1 secur1ty for xncluded systems.

Cantractar tﬁmﬁuta? systems[ﬁgtwurks w111 be included tm tha extent they fa11
within the proaegg 5 scnpe,-» , .

The Pragect Bbjectiwms (Hh!th vniT serve as ind1v1dual tas& statem-nts)
are: - _ . .

'systems and activities suff1c1ent1y 1dent1f1ed that the saurces of
threats and the associated risks can be cited and mezsured. There anI
be two Such estimates made: the first will be more general for wide-
audience use, while the second will be more specific designed for
detailed discussion by a selected small IC audience.

%, An Assessment ofSecurity Measures and Processesnow in place
within the Intelligence Comnunity. This assessment will be
spacifically oriented towards the systems, networks, and activities
included in the proposed project scope and will acknawledge the
following assertions jor problems:
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R Intel!iggnce ‘Community agencies “or entities have or will have
£;§Z%V 7 the respansibu]ity for measuring and accrediting the security of
EEfZZ/ - .individual computer systems, networks and activities iﬁciuded in

@£?§;7 ,f - .project coverage.:

1F?Qf; ¢ The increase in computer utilization has resulted in a Yarge
number of computer systems, etc,, whose security is not fully knawn
i nor tested to approved Jownt DaD/UCT criteric. :

¢ Security requiremants of computer systems, etc., which are
the responsibility of the Intelligence Community are presumed to be
more demanding and more complex {e.g., compartmentation
requirements) than those of the remainder of the USG and the
private sector. Hence, a “buy* by the IC of commercial or other
~ USG products (services) w111 prohably not tota1!y meet 1c computer
- security rcquxrements
" e A usable assessment can be made on the basis of 2
statistically significant set of examples and doss not requxre a .-
_knowledge of 211 inc?uded computer systems, etc. :

. - ] There has been a re:ngnized,lack of resources applied to -
computer security; hence, the proposed assessment will serve to
h\ghl1ght known or percemved def1c1en:1es.

53 "A Review and’ Ue1ineat1on of ASS?anaﬁﬁfhmzuter Security :
é;gélfy¢7 mRespcnsxb111t1es relevant to the activities within the scope of the =

praJer¥ S zttgntﬂcn &yhr pressure fnr'thas nbgest?we (task)farises
* - S Rl

. A ten~year patchwork quilt of dxrec tives, organxzatxonal - i
charters, and traditional individual agency act1ons which results

- 4n confusion on the part of users, "budget makers™ and imvolved

- managers and which has hxndered pragress tcwards achiev&ng adequate
computeﬁvsecurlty. _ v : :

—y The laroe numb~r of we?!-antenttoned highly mntavated
organizational entities with "assignad” rcspons1b111tnes but
without accompanying resources. .

e The need to know the existing platform of competencies and
assignments upon which 2 well-structured, understandable, and
effective 1C Computer Security policy andvprocess can be built.

4. A Computer Security Technology Needs and Assessment Statement to;
identify needed R&D projects and to identify where technology transfer ’
can adéquately serve the Intelligznce Comunity. Computer security is
an immature technology, and consequently there has been to date an
inadequate compilation of IC technology requirements upon which forused

*gized” R&D efforts can be funded. The present situation is typified
by small, sometimes redundant projects which are unable to resolve the

more critical high priority problems,
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,,,,,, o dhis_objective (task) will reiy heavily on work already done by}
and dnformation. availnble from, CIA, DIA, HSA, USD and the Hilitary =
"Departments/Services. Also, there are private sector and other USG

-organizations {e.g., HBS) whxch have excellent competencies and
technical information available to the IC.

5V AR “I1C Action Plan for Carrying Out Its Computer Security
Respaﬁsibaiwtxes This Action Plan will include:

\ﬁyi . ! o Hechanisms for maintaining current estimates of relevant
7 vulnerabilities and threats.

_ ¢ Propesed organizational assignments of rﬁspcnsibllities
wﬂthin the 1C, DoD and, as apprapruate. other USG agencies.

of A prnpased mechan1sm for computer securtty assessment,
. ~eertification and a:creditation.
: ’ ; )

: A priority'ordernng of camputer systems, networks and
activities which should be addrassed as to their comput:r secur1ty.

. A proposed. cnardrnated computer security R&D prngfan with a
propased continuing cuord1natxng mechanism for a suppurt1ve R&D
pragram/budget prucess.v : o .

o A policy framework for the. establxshmant and mazntenance of

-« appropriate-guidelines and-regulations including DCID 1/16 and
g other 1nstrumants.A— - e ‘
s A mechanism for a cont1nuing nn-go1ng re1at10nshxp w1th the -
~R&D Community tn faculxtate comuunication and technology transfer.

6. A Draft Hemorandum of Und-rstandwngA(MDU) Between the DCI and
o SECDEF to guide 1C and DoD computer secur1ty-related act1v1u1es.

"”l .III GavernmentaFurﬁished Supoort

?ha Q?ractarwmf'the IC Staff will ass1gn or make avai1abla the equxvaIent
of 2.5 1C Staff professional man years along with necessary clearad clerical
help, «In: additxnn;;;he.Dire:tor~w11l arrange,"as; “he ‘believesTnecessary,” for
‘appropriate’ art1c1patnon;hy the Defense Inte111gence Agency‘(DIA)””the"“““

“Ce tral. lntegi1gan:e -Agency-- (CIAY, the Hational Security Agency (NSA), DoD
{c”1 & P), the Military Deparunents and Services, and others.

: Part1t1patnan by non-Government consu?tnnts will be requtred These
consultants will provide written reports essential and contributory to the
project znd will participate in workshops and meetings as appropriate. To
assure proper actess and security controls, the IC Staff will directly fund
for consultant participation. It is expected that one-half professional year
equivalent of consultant support will be funded in this manner.
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IV, Task Schedule

The following task schedule is proposed with a1l dates on an After
Receipt of Order {ARQ) base,
s “"Task 1A CcntinuingﬁEstimatﬂ of Vu1nerabi11ties
et T .. 80 days ARD
This task will be performed primarily by IC anaiytfc grsu
and is therefore not under the control of the Project -
Director. Kevertheless, the Project Director will suppert it
the best of his/her ab111ty and will structure work on the
- remaining tasks to be 2s independent of the completion date ar
. quality of this task as possible. o

e

oy w""'L'a.zsk Zs &Assessment "of Security Heasure's ‘and Pmcedures R
: eee 480 days ARD .

10

{

é Task 3: Review and De11neat1an of Ass1uned Computer Security
~ Respnns1b111t1es

‘115& 4§§?Cumnuter Secur1ty Techno1q4y Needs and. Assessment Statenm
e ‘W‘“f:;:*” 210 days’ ARG~

_6 Task 5: An IC Action Plan for Carrvxna Qut Tts Cumuuter Securi*v
-Responsibilities _
ess.. 360 days ARD _ __.

o Task 6: A Draft MOU Between the DCI and SECDEF  °
First draft PO TR SO PEENESS 180 day‘s ARD h
Final draft ....e.coesee.. 360 days ARD

The task schedule assumes access to materials, documents and personnel
agreed upon as being essential to task completion. The task schedule also
assumes support by the IC Staff far workshops agmeed upon as bexng essential
to -task comp]ataun o . .

. N . -

- Y. Rauﬁvtfng Reoufriméﬂts

-

ln‘o

-

1. Hr1tten status reports covering progress ‘to date, problems
encountered, and the expenditure of funds will be provided on a bimonthly
_bas1s in the format prescribed by the COTR.

2. Reports will be provided upon completion of each Task

3. Oral briefings will be made by the Project D1rectar upon request of
the COTR at dates mutwally agreed uponu :

».t

4. The IC Stzff will produce the requ1red numbers of copies of the
R@ports submmited for distribution as it determines necessary.

>
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" ;
5, Any changes to the proposed schedule will be rtquested by the Project

Director at least ten working days ahead of the scheduled date for approval by

the COTR or the Contracting Officer as appropriate. STAT

Y. Compensation and Method of Payment

s
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Date
ROUTING AND TRANSMITTAL SLIP
TO: (Name, office symbol, room number, i
uliding, Agency/Post) : Initials | Date
1, C/05/155G
2
3
4,
8.
ion File Note and Return
Approval ‘ For Clearance Per Conversation
As Requested For Correction Prepare Reply
Circylate For Your Information See Me
Comment Investigate Signature
Coordination Justify )

REMARKS 1:p ‘
‘ Attached are two drafts to replace
~One was done by 0SD/DOD and the other by NS4,
The answers to the questions we talked about ares’
‘& - Why? The IG/CM organizational study
said all PD's should be reviewed, In addition,
T understand that this was on Col. Wayne Kay's

OMT7( W@ plate for a long time before he left and

+in faet had a draft to President Carter before
the latter left Bhe White House, . 0ld business. ;

be Who directed? Partially explained above
but the NCSC and COG (or all users of[ | believe
it needs rehashing, . .

Ce DNext step? Wayne has another meeting
scheduled for next Monday., The group plans to
continue to massage this issue until x% they
believe it is ready for review by all interested

DO NOT use this form as a RECORD of ap rovals, concurrences, disposal )
. clearances, and simila‘r) actions w Claposa s( over)

FROM: (Name, org. symbol, Agency/Post) Room No.—Bldg.
C/0c-CSD Phone No.
8041-102 OPTIONAL FORM 41 (Rev. 7-76)
Prescribed by GSA
* GPO : 1981 0 - 341-528 (120, FPMR (41 CFR) 101-11.206
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ROUTING AND RECORD SHEET

STAT susct. (pionsll  position Paper of the Of':_ile
Security on the Propose STAT

FROM:

5 SEP 1983

. . _ [,
gg;din(gfﬁcer designation, room number, and DATE OFFICER'S COMMENTS (Number eath comment to show, from whom
INITIALS to whom. L olumn aftpr pbch comment.)
RECEIVED FORWARDED l/ pﬂ/.‘ /p//Af/,’/;r" T
l / r/c '/ & /V L 2l L .
- DD/P&M - —7 , -
4B63 Has ﬂc‘afz‘(f s SNe7#ef I 7//2{
' L
h > ‘ D
/ zayzz‘/wJ 4T THE [l
3. DD/SeC it 5 £ ETES

4E63 Hgs /&0/ @/f;l//eé/?%/z’ﬂf‘fMAT
4. ' /s :MZ'Z{LM&
Ve S i

5. D/Sec

4E63 Hgs /,;/C’ﬂ, 72/097

1.

12,

13.

14.

i5.

USE_PREVIOUS
|I:O7E¢T?M 6] EDITIONS rnreeany
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